
�

Center for Immigration StudiesBackgrounder June 2009

Repealing REAL ID?
Rolling Back Driver’s License Security

By Janice Kephart

* Janice Kephart is Director of National Security Policy at the Center for Immigration Studies.

Senior members of the Senate Committee on Homeland Security and Governmental Affairs are set to 
introduce the “Providing for Additional Security in States’ Identification Act of 2009,” also known as the 
PASS ID Act.1 This act would repeal the REAL ID Act of 2005, legislation aimed at ensuring that all states 

meet minimum driver’s license security standards in order to enhance national security and driver safety, combat 
drug running, and better safeguard against identity theft and fraud. While no state must comply, the 30 or so 
states that are choosing to actively meet REAL ID minimum standards are helping make America less vulnerable. 
Opponents critical of REAL ID provisions have painted the law as an affront to privacy and states’ rights, but 
the reality is that REAL ID is the appropriate means by which to maintain liberty and security. Congress should 
preserve REAL ID, fund it adequately, and take steps to ensure its full implementation.

A 9/11 Commission Recommendation 
REAL ID was enacted in 2005 in direct response to recommendations of the 9/11 Commission that the federal 
government set secure standards for identifications (IDs) such as driver’s licenses. The Commission found that 18 
of the 19 9/11 hijackers obtained 17 driver’s licenses and 13 state IDs — at least seven by fraud in Virginia. Six of 
these IDs were used to help the hijackers board planes on the morning of 9/11.2 Of those obtained legally, many 
were duplicates, with some states issuing the same hijacker multiple licenses within a several-month period. In its 
report, the 9/11 Commission specifically stated:

Secure identification should begin in the United States. The federal government should set standards for the 
issuance of birth certificates and sources of information, such as driver’s licenses.3 

Most of the REAL ID provisions were adopted from a secure ID framework drafted by the American 
Association of Motor Vehicle Administrators (AAMVA) and published in a lengthy report in response to the 9/11 
Commission’s investigation.4  The standards emphasized that identity documents must be secure in their content, 
in their physical features, and in their issuance process. Without identity security at the base of identity document 
issuance processes, AAMVA concluded, driver’s license issuing standards would not produce secure licenses. 

The Need for Standards 
The need for more stringent standards, however, dates back before 9/11. Identity has always been the cornerstone 
of a free society and for decades the key form of identification in the United States has been the driver’s license.  
In its 2004 Security Framework, AAMVA made clear its parameters for security:

The license is now readily accepted as an official document for both licensed drivers, and, in most jurisdictions, for 
non-drivers. The Motor Vehicle Administrations (MVAs) who issue these documents have unique, continuous, 
and long-lasting contact with most of their constituents from the individual’s teenage years onward. This 
document provides minimum standards of security, interoperability, and reciprocity agreed upon by all North 
American MVAs regarding driver’s license/identification card (DL/ID) issuance. Each MVA shall:
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• Either meet or exceed the requirements of the 
Security Framework based on risk analysis 
and resource availability.

• Determine that all individuals granted a DL/
ID “are who they say they are.”

• Ensure that each individual issued a DL/
ID “remains the same person” throughout 
subsequent dealings both with itself or any 
other MVA. 

Licenses often have been copied or manipulated 
and are subject to vast amounts of identity theft and 
fraud. For example, a woman in Florida plead guilty 
to obtaining a fake driver’s license in someone’s name 
and using it to draw on the victim’s bank account and 
obtain credit cards — charging about $4,000 on those 
cards.5 Driver’s license fraud rings have been prosecuted 
nationwide, including well-known cases in Michigan,6 
Pennsylvania, New Jersey,7 New York,8 and Ohio.9 The 
Castorena Family Organization operated document-
fraud franchises in every major city in the United States 
for over a decade, reaping millions annually while 
counterfeited and stolen IDs flowed north across the 
U.S. southern border and money flowed south.10

In 2005, to address 9/11 Commission and 
AAMVA recommendations and growing media attention 
on the issue of driver’s license fraud, Congress enacted 
the REAL ID Act. The Act includes the following 
requirements that states must meet in order to be deemed 
in compliance with its provisions:11 

 
•	 Identity Verification. Each card will be required 

to contain a person’s full legal name, signature, 
date of birth, gender, and driver’s license or 
identification number, as well as a photograph and 
the address of his/her principal place of residence. 

•	 Document Authentication. States are required to 
digitize birth records (another key 9/11 Commission 
recommendation) and review the authenticity of 
information provided to obtain a license — such 
as Social Security information, immigration or 
lawful presence documentation, and other proof 
of identity, such as principal place of residence. 

•	 Card Security. Requires a certain level 
of physical security features in order 
to ensure more tamper-resistant cards. 

•	 Security Plans. In order to assure states 
meet security and privacy standards, REAL 
ID requires accountability, requiring 
states to submit detailed security plans.   

•	 One Driver/One License. REAL ID requires 
creation of a network of state databases in order to 
enable states to verify that applicants do not hold 
multiple licenses in multiple states, something 
states have done voluntarily for commercial licenses 
and “bad” drivers for years, and are currently 
doing in regard to exchanging digital images 
of drivers outside of REAL ID requirements. 

•	 “Official Purposes” Requirement. REAL IDs will 
be necessary for entry into areas deemed for “official 
purposes,” defined to include such activities as 
boarding a commercial aircraft or entering a federal 
building.

Controversy Arises
Soon after REAL ID was enacted, however, controversy 
began. States were unhappy about having to pay for 
upgrades to their licensing systems to meet the REAL 
ID standards.12  Privacy advocates feared the onset of 
a national identification card and creation of national 
databases.13 Immediately, state legislatures began to 
make assumptions about the ramifications of REAL 
ID, even prior to the release of proposed regulations in 
2008 — leading to significant misinformation about the 
execution of the program.

By the time Department of Homeland Security 
Secretary Michael Chertoff rolled out the REAL ID 
regulations in January 2008, however, the substantive 
concerns voiced by the states had been assuaged. First, 
in order to address the cost and logistics concerns, 
compliance times were lengthened to substantially drive 
down costs associated with issuing REAL ID licenses. 
Originally REAL ID would have required states to 
produce compliant IDs for all driver’s licenses, including 
new applicants, renewals, and those simply wanting 
to be able to board a plane, but whose licenses would 
not normally be up for renewal by 2013. But this 
cost burden was reduced when REAL ID regulations 
included phase-in requirements to allow states to 
become compliant first with licenses of those under 50 
years old by 2014, and those over 50 years old by 2017.14 
An internal economic impact assessment by DHS of the 
new phase-in compliance time concluded that REAL ID 
could be implemented at a cost of $8 per person.15  In 
addition, under the grant program created by the REAL 
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ID law, about $149 million in appropriated funds were 
distributed over the course of 2008 to assist states with 
REAL ID implementation.16 

In an effort to implement the one driver/one 
license program, DHS designated Mississippi as the “lead 
hub” state, appropriating $17 million to help states begin 
the process of meeting the information sharing/state-
based database requirements of REAL ID, with Florida 
and Wisconsin as two partner states in the program.17 

In addition, Kentucky was awarded $3 million for the 
purpose of preparing for the nationwide deployment 
of electronic birth record verification to support REAL 
ID identity verification, otherwise known as Electronic 
Verification of Vital Events (EVVE).18 To date, 13 states 
have digitized their birth records and three — North 
Dakota, South Dakota, and Iowa — have a verification 
network for the purpose of checking driver’s license 
applications.19  

The Real Benefits of REAL ID
Despite continued efforts by DHS, controversy over 
REAL ID still remains. Given the continuance of this 
debate, it is important to lay out what REAL ID actually 
does, and what it does not. The basic premise of REAL 
ID is to set minimum standards for driver’s license and 
ID issuance.20 It in no way directs states on how many 
IDs they can issue or to whom they may issue them. 
Nor does the law bind states to its provisions. Rather, 
REAL ID simply makes clear that noncompliant driver’s 
licenses and noncompliant state-issued ID cards cannot 
be used as identification for any federal purpose.  In this 
way, REAL ID does the following:

Makes Americans Safer. REAL ID fulfills a key 
9/11 Commission recommendation. This set of 
recommendations has frequently been referred to on 
a bipartisan basis as important guidelines that should 
be implemented in order to help effectively prevent 
acts of terrorism against America.21 In fact, numerous 
bills have been passed for the purpose of implementing 
9/11 Commission recommendations, including the 
Intelligence Reform Act of 2004 and Speaker of the House 
Nancy Pelosi’s Implementing the Recommendations of 
9/11 Commission Act of 2007, to name just two.

The driver’s license provisions of the REAL ID 
law were no different — the recommendations requiring 
that all states meet minimum security standards for 
issuance of driver’s licenses contained in the report were 
meant to make America safer. The law went further, too, 
reflecting the Commission’s findings about the use of 
fraudulently obtained Virginia IDs by six hijackers to 

board planes on the morning of 9/11 as a basis to require 
REAL IDs (or secure equivalents) to board commercial 
aircraft or enter critical facilities such as nuclear power 
plants.22

Tackles Illegal Immigration. REAL ID permits states 
to issue driver’s licenses and IDs to whomever they 
deem necessary, but only those with lawful presence (the 
demonstration that one is in the United States legally) 
are to obtain a REAL ID. More specifically, REAL ID 
not only requires lawful presence, but also requires 
the license to match the alien’s legal length of stay in 
the United States to the length of the driver’s license/
identification term. This means that once a person is 
no longer lawfully present in the United States, his/her 
driver’s license should also no longer be valid. This is 
necessary so that individuals cannot come to the United 
States legally and overstay their length of stay, yet 
still be able to use their driver’s license or ID with all 
of its privileges, including access to federal areas with 
“official purposes.” Nor will individuals here illegally be 
able to use false driver’s licenses to fraudulently obtain 
government services.23

Maintains Privacy. The REAL ID Act requires those 
handling database information and producing IDs to 
undergo more rigorous background checks and screening 
than are currently in place. Furthermore, facilities that 
create and store IDs are required to maintain a minimum 
level of physical security of these premises. This means 
that information is subject to more protection, not less. 
Furthermore, REAL ID does not give information over 
to the federal government, but instead ensures that states 
remain in charge of this information, in the same way 
they did prior to REAL ID. In addition, states have to 
submit certification plans and meet privacy standards to 
demonstrate that they are in compliance with REAL ID 
standards.

Prevents Fraud and Identity Theft. Billions of dollars 
are lost each year in identity theft, fraudulently obtained 
government services, and other criminal activities. A lack 
of standards that takes security for granted simply makes 
no sense in the 21st century. The 9/11 Commission 
recommendation requiring identity verification, lawful 
presence, and the digitization of documents such as 
birth and death records, has already proven itself to 
substantially reduce fraud. Furthermore, those that 
have not come into compliance with REAL ID, like 
Maryland, have felt the strain that driver’s license fraud 
has had on their state budgets.24 Better known is the 
value of checking Social Security numbers and lawful 
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status, which nearly every state has begun since the 
passage of REAL ID. (Twice as many states are requiring 
lawful presence today than were two years ago.) Also, 
to enhance driver safety alongside the reduction of 
criminal fraud, the one driver/one license rule in REAL 
ID enables states to prevent bad drivers from obtaining 
new licenses in other states, while stopping criminals 
from evading the law by using multiple identities in one 
or more states.

Myths about REAL ID
Despite these benefits, REAL ID is subject to multiple 
criticisms.25 But many of these are based on widely 
disseminated myths that should be dispelled given the 
benefits of REAL ID. For example:

Myth:  REAL ID invades privacy. 

Fact:  REAL ID protects privacy by assuring that people 
are who they say they are. The information contained 
on the machine-readable stripe on the back of a REAL 
ID license is the same as what is required by most states 
today on the face of the license — such as a digital 
photo, name, permanent address, age, height, and 
weight and thus does not implicate privacy concerns. 
REAL ID licenses are not required to contain RFID 
(radio frequency identification) technology, biometric 
fingerprint information, or Social Security numbers 
— inclusion of which might rightfully cause alarm to 
private advocates.  

Myth:  REAL ID will create a national ID card and a 
hackable, national database.  

Fact:  There is no aggregation under REAL ID of 
personal data into a centralized database operated 
by the federal government.26 REAL ID calls for the 
states to operate and access secure databases that are 
queried by authorized parties (such as MVAs and law 
enforcement). No databases are created to serve REAL 
ID; it only directs states to bring together pre-existing 
databases into a broader, secure network that will allow 
states to talk to one another and prevent fraud. The 
federal government, moreover, cannot and will not have 
access to any applicant’s information. There is nothing 
“national” about the process. If anything, REAL ID can 
be said to obviate any need for a national ID.  

Myth: REAL ID is a federal mandate that eliminates 
the right of states to issue driver’s licenses and 
identification.  

Fact: The driver’s license is the most common form of ID 
used in the United States today, accepted for everything 
from opening a bank account to boarding a plane to 
picking up movie tickets with a credit card. Securing an 
already widely used credential makes sense on the state, 
not national level. But the right to choose to do this, 
even under REAL ID, still resides with an individual 
state. Each state can still issue many varieties of REAL 
ID-compliant cards and even non-compliant IDs — 
states do not have to comply, because the law remains 
completely voluntary. Finally, REAL ID does not affect 
the rights of states to decide who is eligible for a driver’s 
license or ID; that decision remains with each state. 

PASS ID Act: Not the Right Strategy
Upon introduction, PASS ID advocates likely will 
attempt to construe the bill as a means of maintaining 
9/11 Commission recommendations in a more flexible 
manner than represented by REAL ID. The reality is 
that this act would repeal REAL ID outright, stripping 
away the substantive provisions that are already making 
driver’s license issuance more secure. In short, PASS ID 
will set the same standards for driver’s licenses as were 
recommended by the Commission, but the standards 
will not be enforceable or create actual secure practices 
among the states.  The primary supporters of PASS ID 
have made their opposition to REAL ID clear and the 
PASS ID language demonstrates that their goal will 
be met, to freeze standards as they are today instead of 
continuing the process of strengthening licensing under 
REAL ID. While recent drafts of PASS ID circulating on 
the Hill continue to change, some aspects have remained 
constant throughout the subsequent drafts:

Repeals 9/11 Commission Identity Verification 
Recommendations in Two Key Areas.  (1) ensuring 
that people are who they say they are, e.g. identity 
verification; and (2) repealing the digitization of birth 
records recommendation as pertains to driver’s license 
issuance.  

PASS ID returns identity verification to identity 
validation, the pre-9/11 standard, which does not 
encourage states to do anything other than rubber stamp 
documents like birth certificates, principal residency 
documents, electronic verification of Social Security 
numbers, and passports.  This was the same process in 
place when a fake document (in this case a principal 
residence affidavit) in Virginia enabled five 9/11 hijackers 
to obtain IDs in early August 2001. REAL ID combats 
this problem by adding passport verification and birth 
record digitization as additional layers of security.
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PASS ID does maintain the lawful presence 
checks of REAL ID, which is an important standard for 
driver’s license security. States like Maryland recently 
began checking lawful presence, after finding that 
allowing illegal immigrants to obtain driver’s licenses 
had made their state a magnet for fraud, crime, and bad 
drivers. Gov. O’Malley, now a co-chair of the National 
Governors Association’s Homeland Security Committee, 
signed a bill to comply with REAL ID on May 8, 
2009.27

But lawful presence checks are only effective 
if there is sufficient identity verification (making sure 
individuals are who they say they are) and document 
authentication (ensuring that documents used are valid 
and trustworthy). Absent sufficient verification, all that 
is required, then, for an applicant to bypass PASS ID 
requirements would be to steal, borrow, or buy a legal 
immigrant’s or U.S. citizen’s identity, submit paperwork 
that would be “validated” (e.g. simply looked at), and 
then undergo a lawful presence screening (which is 
largely ineffective without the identity verification step). 
In essence, these requirements would further enable 
identity theft, not control it as do the requirements of 
REAL ID.

Gives States Money Without Accountability. PASS ID 
gives grant money to states with no accountability and 
no requirement that they actually comply with the PASS 
ID requirements.  Not only is the “compliance” deadline 
(for standards already in place or exceeded in most states) 
pushed back another four years until 2015, but the bill 
requires no showing of progress toward the standards in 
exchange for the grant monies. Furthermore, at a cost to 
U.S. taxpayers, the act requires the federal government 
to provide free access to states for lawful status databases 
checks and, if states choose to check Social Security 
number information, taxpayers will also pick up the tab.

Repeals Airport ID Security. The 9/11 Commission 
found that at least six hijackers used state-issued IDs 
or driver’s licenses at airport check-in counters on the 
morning of 9/11. This is why the REAL ID Act put 
into place a restriction that one must present a secure 
ID before boarding a commercial airplane. Under PASS 
ID, however, this provision is eliminated and anyone can 
board a commercial aircraft whether or not they have a 
secure ID. Furthermore, if a fake ID is presented and 
later discovered, the perpetrator would no longer be 
prosecuted under federal criminal law.

Eliminates Information Sharing Between States. The 
9/11 Commission also found that the 9/11 hijackers held 
multiple driver’s licenses and IDs from multiple states, 
similar to bad drivers, drug runners, counterfeiters, and 
others trying to get around the law. While grant monies 
have been given to the states under REAL ID to create 
an information-sharing system to assure that driver’s 
license applicants no longer hold licenses in other states, 
PASS ID would stop that program, replacing it with a 
demonstration project that is likely to never result in an 
actual, useable system.

What to Do Instead
Since 2005, there have been several attempts to erode 
REAL ID Act requirements, and PASS ID is another 
such effort. Given the progress that has been made on 
REAL ID, Congress should take the following steps to 
preserve, rather than repeal REAL ID:

Keep REAL ID. The REAL ID standards can be 
implemented in a manner that respects constitutionally 
guaranteed liberties and the principle of federalism, 
makes economic sense, better protects the individual 
liberties and privacy of Americans, and contributes 
to national security and public safety.28 Postponing or 
modifying implementation confuses the work already 
in process and detracts from the underlying purpose of 
REAL ID — to enhance security of both the individual 
and the nation.

Appropriate Necessary Funds to Get the Job Done. 
To date, states have been allocated $129 million in grant 
monies. However, roughly $50 million or so of the FY09 
monies appear to remain unspent.29 While Congress 
allocated twice the sum in FY 2009, $100 million, as 
they had the prior fiscal year, there remains recognition 
that these sums do not cover costs for REAL ID 
implementation. Rather than repeal REAL ID, Congress 
should be supporting the states by appropriating 
appropriate amounts and should spend the remaining 
funds as originally intended. 

Move Interested States into the REAL ID System. 
About 16 states have gone public in their support of 
REAL ID and are working toward achieving the first 
group of 18 “material compliance” benchmarks set out by 
REAL ID regulations by the January 1, 2010, deadlines.30 
These material compliance benchmarks indicate progress 
toward REAL ID goals and include such target goals as 
mandatory facial image capture, requiring applicants 
to sign applications under penalty of perjury, ensuring 
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physical security of the ID cards, ensuring the security 
of “personally identifiable information, verification of 
Social Security numbers and lawful status with federal 
database queries, and conducting background checks on 
covered MVA employees, amongst others. States such as 
Alabama, Colorado, Delaware, Florida, Indiana, Iowa, 
Kentucky, Maryland, Mississippi, Nevada, New Jersey, 
North Carolina, Ohio, Rhode Island, Texas, Virginia, 
and Wisconsin should be deemed in material compliance 
as soon as practicable, encouraging other states to follow 
suit.  In addition, Mississippi is the lead state for identity 
verification hub requirements and development, having 
received $17 million in 2008 for its development.31 

Other states are going about compliance quietly 
and without political commentary, not expressly calling 
for REAL ID compliance. For example, Oregon signed 
an executive order in November 2007 requiring the state 
to abide by AAMVA standards in issuing driver’s licenses, 
which are actually more stringent than REAL ID.32 In 
addition, although Maine remains skeptical of certain 
aspects of REAL ID, Gov. Balducci has come to value 
core elements of REAL ID. He recently fought back an 
attempt to repeal its agreement to comply, reiterating 
that a weak ID issuance process attracts criminals.33 

Maine, like Maryland, is another state whose change 
of heart on REAL ID from vocally opposed to vocally 
supportive may be indicative of a trend neither discussed 
nor acknowledged by many.

Add Flexibility to the State Grant Program. Some states 
have chosen to enhance the security of their IDs through 
Enhanced Driver’s license (EDL) Memorandums of 

Agreement with DHS.34 This program enables states to 
add additional information to driver’s licenses for the 
purpose of complying with the Western Hemisphere 
Travel Initiative (WHTI), which fully rolled out on 
June 1, 2009. WHTI requires a passport or “biometric 
equivalent” for any person, including U.S. citizens, to 
enter the United States from Bermuda, the Caribbean, 
Mexico, or Canada. Several states have successfully 
implemented EDLs, including Washington, New York, 
Vermont, and, as of late April 2009, Michigan.35 Texas 
lawmakers have approved EDLs, but their governor 
has held back the process.36 DHS should enable states 
that choose to implement an enhanced driver’s license 
program that complies with REAL ID standards to use 
REAL ID grant monies for EDLs in addition to REAL 
IDs — producing a dual benefit.

Secure IDs for Safe America
When a state issues a driver’s license or ID, both the state 
and the individual should be confident that the license 
is a secure, authenticated credential. DHS issued final 
regulations for REAL ID in January 2008, based on 
thousands of comments from states and other interested 
parties. Many states have made significant progress 
toward this end already. States are working toward 
implementation, including putting millions of dollars 
toward improvements in their driver’s license issuing 
systems. Stopping those efforts now would simply waste 
money, confuse processes that took four years to get in 
place, and delay what most Americans want: secure IDs 
for a safe America.
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